
 



Wazuh, The Open-Source Security Platform. 

Wazuh is a free, open source and enterprise-ready security monitoring solution for threat 

detection, integrity monitoring, incident response and compliance management. 

 

Hardware requirements. 

The following requirements have to be in place before the Wazuh VM can be imported 

into a host operating system: 

1- The host operating system has to be a 64-bit system. 

2- Hardware virtualization has to be enabled on the firmware of the host. 

3- A virtualization platform, such as VirtualBox, should be installed. 

The Wazuh VM is configured with the following specifications: 

CPU : 4 cores 

RAM : 8 GB  

Storage: 50 GB 

 

1. Installation 
 

1- Download the latest version of Wazuh from the link below: 

https://documentation.wazuh.com/current/deployment-options/virtual-

machine/virtual-machine.html 

 

 

https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html
https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html


 

2- Download the latest version of VirtualBox from the link below: 

https://www.virtualbox.org 

 

 

  

Then click on “Windows hosts” to start the download. 

 

 

 

 

https://www.virtualbox.org/


3- After the installation, launch VirtualBox and click on Import. 

 

 

           

4- Then click on the icon to select the OVA VM previously downloaded. 

  

 

 

 

 

 



5- Select the OVA VM and click open. 

 

 

6- Then, click on Next, and you should see the configuration of the OVA VM. 

Click on Import 

 
 



 

7- Now, you should see that your VM has successfully imported. 

Click on start to start the machine. 

 

 
 

  



 

2. Getting started with Wazuh. 
 

1- The first thing to do, is to login using those credentials: 

Username: wazuh-user 

Password: wazuh 

 

 

 

2- The CLI interface will be used for the beginning for basic configuration. However, 

the GUI will be used for the rest of deployment. 

 

 

3- It is recommended to fix the IP address of the Wazuh Manager. You can configure 

a static IP address by modifying “ifcfg-eth0” using the following command: 

sudo vi /etc/sysconfig/network-scripts/ifcfg-eth0 

 

 



4- By default, the server gets an IP address from a DHCP server, so the config 

should be like this. 

 
 

 

5- Press the “ i “  button and edit the config file: 

Change the BOOTPROTO value from dhcp to none 

Add those lines under NM_CONTROLLED=no : 

PREFIX=24 

IPADDR=<your IP address> 

GATEWAY=<your gateway> 

DNS1=8.8.8.8 

 And now your config file should look like this: 

 

 

6- Press “ ESC “ button: 

  
 

Press “ : “ button: 

 

 Then type, “ wq ” to save and quit. 



 

7- Then you need to restart the network service using the following command: 

sudo systemctl restart network  

You will be asked to enter your password “wazuh”, do it and press enter. 

 

 
 

 

8- The last step is to ensure that the IP has successfully assigned. 

Use the command: ip a 

 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

3. GUI interface Access 

 

1. Navigate to your Web browser and type: https://<your-IP-address> 

You should see a warning like this, don’t worry it’s only because you don’t have a 

certificate, click on Advanced settings, and click on: Continue.  

 

 

2. Now you are in the Wazuh GUI interface. 

You should sign in with those credentials: 

Username: admin 

Password: admin 

 

 



This is the Wazuh Manager home page. 

 

 

3. The next step is to add agents in other VMs or Physical machines that already have 

successful connectivity with the Wazuh Manager: 

 

A. Deploy a Windows Wazuh Agent: 

 

1.Choose the operating system    -->   Windows 

2.Wazuh server address                 -->   ex: 172.16.40.200 

3.Assign the agent to a group        -->   default 

 



Note: you can create multiple groups, and assign each host to the appropriate one. 

 

4.Install and enroll the agent     

 

 

You need to execute the provided commands in the windows hosts using PowerShell 

terminal (run as administrator), and do not forget to start the wazuh agent with the 

command: “ NET START WazuhSvc “ 

  

 

 

 

 

 



Going back to the Wazuh Manager home page, we can see our new agent is successfully 

deployed, and its state is: Active. 

 

 

 

Click on the Active agent to see more details about it. 

 

  



B. Deploy a Linux Wazuh Agent: 

 

Add new agents 

1.Choose the operating system    --> linux (choose either Debian or RedHat distribution) 

2.Choose the architecture             --> x86_64 

3.Wazuh server address                 --> 172.16.40.200 

4.Assign the agent to a group       --> default 

 

 
 

 

5- Install and enroll the agent     

               You should use the provided commands to install Wazuh agent in the Debian distro hosts. 

 6.Start the agent 

 

After installing the agent and starting the service, we can see the Linux agent is added. 

 

 



4. Security Configuration Assessment – SCA 

SCA performs scans to discover exposures or misconfigurations in monitored hosts. 

Those scans assess the configuration of the hosts using policy files that contain rules to 

be tested against the actual configuration of the host. 

For example, SCA could assess whether it is necessary to change password related 

configuration, remove unnecessary software, disable unnecessary services, or audit the 

TCP/IP stack configuration. 

Wazuh is distributed with a set of policies, most of them based on the CIS benchmarks, 

a well-established standard for ensuring Compliance Management. 

 
 

A summary is shown in the main page of SCA. For more details you can click on CIS 

benchmark. 

 
 

This is an example of SCA for the Linux machine. You can open each control to see the 

whole description about it, the risk behind, the remediation… 



5. Customizing SCA interval scan. 
 

We can customize SCA options by clicking on the Management > Configuration 

 

 
 

And then Edit the configuration. 

 

 
 

Scroll down until you see SCA section, edit the interval value to be 5m (for example), and 

make sure that scan on start is enabled: “ yes “, Save and restart the manager. 

 

 

 
 

 



 

6. Vulnerability Management  
 

To be able to detect vulnerabilities, agents can natively collect a list of installed 

applications (System inventory), sending it periodically to the manager. Also, the manager 

builds a global vulnerability database from publicly available CVE repositories. 

Vulnerability detector is enabled by default, but only Windows system that can be 

scanned, so we need to enable vulnerability detector for the other systems we need to 

scan. 

To do that we will go edit the config file in: Management > Configuration (as shown in 

previous section), scroll down until you see vulnerability detector section. 

Enable each system you want by modifying the value <enabled> by yes.  

 

You can also edit the interval of time between scans, the interval of doing update… 

 

 

 
 



To see vulnerabilities of a particular agent we need to select the agent and click on 

vulnerabilities section. 

 

 
 

As we can see this agent have the following vulnerabilities. 

 

 
 

 

 

You can also check the Log management section, you can enable File Integrity Monitoring, 

and also integrate VirusTotal… 

 

Good luck. 

 

 

 


